Wireless sensor networks (WSNs) consists of small nodes with constrained capabilities to sense, collect, and disseminate information in many types of applications. Wireless sensor networks (WSN) have attracted significant interests from the research community in a wide range of applications such as target tracking, environment monitoring, military sensing, distributed measurement of seismic activity, and so on.As sensor networks become wide-spread, security issues become a central concern. In this paper, we identify the Security requirements of key management in WSN. The secure management of the keys is one of the most critical elements when integrating cryptographic functions into a system. An outline of hybrid cryptography, one way hash and Key infection schemes are discussed in this paper. Along the way we analyze the advantages and disadvantages of current secure schemes. Finally, we aim to provide the different techniques of efficient key management operations for secure communications in WSN.
I.INRODUCTION
Sensors are inexpensive, low-power devices which have limited resources [1] - [2] . They are small in size, and have wireless Communication capability within short distances. A sensor node typically contains a power unit, a sensing unit, a processing unit, a storage unit, and a wireless transmitter / receiver. A wireless sensor network (WSN) is composed of large number of sensor nodes with limited power, computation, storage and communication capabilities. In recent years, major advances have been made in the development of low-power micro sensor nodes. The emergence of such sensor nodes has allowed practitioners to envision networking a large set of nodes scattered over a wide area of interest into a wireless sensor networks (WSNs) [1] for Largescale event monitoring and data collection and filtering. So when WSNs are deployed in a hostile environment, security management plays a central role in data encryption and authentication. The prime problem in key management is to establish the secure keys between the sensor nodes. This problem is known as the key agreement problem.
Key agreement protocol of WSNs includes three types in the existing schemes: trusted server, public key, and key predistribution.
1) Third Party Trusted Server protocols depend on a trusted server (also called a base station) for key agreement between the sensor nodes. 2) Public-key Cryptography requires a public-key infrastructure that would impose additional computational costs as well as increased storage requirements. However, the limited computational and communication resources of nodes make it infeasible to use public-key protocols in WSN 3) Key pre-distribution: The third strategy to establish the secret keys is key predistribution, where keys are distributed to all sensor nodes prior to deployment. Such schemes are proved to be most appropriate for WSNs
II.KEY MANAGEMENT
The Sensor nodes cannot practically use a third party trusted server because of the high communication cost and deployment cost. The Public Key protocols involve high computation cost. Hence the Symmetric Key Cryptography involving is considered to be the better method of cryptography system in WSN. Sensor network dynamic structure, easy node compromise and self organization property increase the difficulty of key management and bring a broad research issues in this area. Due to the importance and difficulty of key management in WSNs, there are a large number of approaches focused on this area. Based on the main technique that these proposals used or the special structure of WSNs, we classify the current proposals as key pre-distribution schemes, hybrid cryptography schemes, one way hash schemes, key infection schemes, and key management in hierarchy networks, though some schemes combine several techniques.
A. KEY PRE-DISTRIBUTION SCHEMES:
In the key predistribution schemes, sensor nodes store some initial keys before they are deployed. After deployed, the sensor nodes can use the initial keys to setup secure communication. This method can ease key management especially for sensor nodes that have limited resource. Two types of key predistribution schemes suited for WSNs have been developed: random key predistribution and deterministic key predistribution.
1) Random Key Predistribution:
According to this scheme, each sensor node receives a different random subset of keys from a large key pool as the node's key ring before deployment and then stores the key ring in its memory [3] - [5] . After sensor nodes have been deployed in the designated area, secure direct communication between two nodes requires that they share at least one common key.
2) Deterministic Key Predistribution:
Combinatorial designs [6] - [9] are applied to key predistribution. They presented two classes of combinatorial designs. The combinatorial designs are associated with the distinct key identifiers and nodes, respectively. Though the probability of key establishment has been increased, this scheme is limited in network resiliency and network size.
B.HYBRID CRYPTOGRAPHY SCHEMES:
Though most framework use one type of cryptography, there still exist some schemes that use both asymmetric-key and symmetric-key cryptographs. For example, a hybrid scheme proposed by Huang [11] , balances public key cryptography computations in the base station side and symmetric key cryptography computation in sensors side in order to obtain adorable system performance and facilitate key management. On one hand, they reduce the computation intensive elliptic curve scalar multiplication of a random point at the sensor side, and use symmetric key cryptographic operations instead On the other hand; it authenticates the two identities based on elliptic curve implicit certificates, solving the key distribution and storage problems, which are typical bottlenecks in pure symmetric-key based protocols.
C. ONE WAY HASH SCHEMES
To ease key management, many approaches use the one-way key method that comes from oneway hash function technique. For example, Zachary [12] propose a group security mechanism based on one-way accumulators that utilizes a pre-deployment process, quasicommutative property of one-way accumulators and broadcast communication to maintain the secrecy of the group membership. Another group security mechanism proposed by Dutta, also use one-way function to ease group node joining or revocation. Their scheme has self-healing feature, a good property that makes the qualified users recover lost session keys over a lossy mobile network on their own from the broadcast packets and some private information, without requesting additional transmission from the group manager. The one-way hash function can also adapt to conduct public key authentication. To ease the joining and revocation issues of membership in broadcast or group encryption, many approaches use predistribution and/or a local collaboration technique.
D.KEY INFECTION SCHEME
Contrary to most of key management using pre-loaded initial keys, Anderson [13] , propose a key infection mechanism. In a key infection scheme, different from key pre-distribution schemes, no predistribution key is stored in sensor nodes. This type of schemes establishes secure link keys by broadcasting plaintext information first. This type of schemes is not secure essentially. However, Anderson, show that their key infection scheme is still secure enough for non-critical commodity sensor networks after identifying a more realistic attacker model that is applicable to these sensor networks. Their protocol is based on the assumption that the number of adversary devices in the network at the time of key establishment is very small.
E. KEY MANAGEMENT IN HIERARCHY NETWORKS:
In this type of key management, some use the physical hierarchical structure of networks, while others implement their hierarchy key management logically in physical flat structure sensor networks [14] , which only include a base station and sensors. For example, LKHW (Logical Key Hierarchy for Wireless sensor networks), proposed by Pietro [16] - [18] , integrates directed diffusion and LKH (Logical Key Hierarchy) where keys are logically distributed in a tree rooted at the key distribution center (KDC). A key distribution center maintains a key tree that will be used for group key updates and distribution, and every sensor only stores its keys on its key path, i.e. the path from the leaf node up to the root. In order to efficiently achieve confidential and authentication, they apply LKHW: directed diffusion sources are treated as multicast group members, whereas the sink is treated as the KDC.
IV.CONCLUSION
Thus, we provide features of various key management schemes for establishing secure communication in a wireless sensor network .Security can be accomplished by adapting the type of Key Management based on the environment of WSN. In this paper, efficient cryptographic techniques have been proposed which ensures confidentiality, authenticity, availability and integrity of wireless sensor network that are deployed in hostile environment. Since key management plays a major role in encryption and authentication various schemes have been summarized by us. We have presented a nearly comprehensive survey of security researches in wireless sensor networks.
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